NudopmanuoHHasi NaMATKA IS 00y4aOIUXCcs 0 0€30MacCHOM MOBEJAEeHNH U

HCIoJb30BaHNu ceTH ""UnrTepHer"
Ilamamka pazpabomana epemerHol KoMUccuerl
Cosema @edepayuu no pazgumuio UHGOPMAYUOHHO20 0OWecmed

C KaXIbIM TOJOM MOJIOJICKM B HHTEPHETE CTAHOBUTHCSA OOJIBIIE, a MIKOJIBHHUKH
OJIHM W3 CaMbIX aKTHUBHBIX IOJIb30BaTeneld PyHera. Mexay TeM, TOMHMO OTPOMHOTO
KOJIMYECTBA BO3MOXKHOCTEH, HHTEPHET HECET M IPOOJIEMbI. JTa MaMsaTKa J0KHA TTOMOYb
TeOe 0€30IMacHO HaXOOUTHLCS B CETH.

KomnbroTepHbie BUPYCHI

KoMmnbroTepHslid  BUPYC - 3TO Pa3HOBUJIHOCTh KOMIIBIOTEPHBIX IPOTpamM,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOM SBJSIETCSI CIIOCOOHOCTh K pa3sMHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYChl MOT'YT OBPEIUTH WJIM MOJHOCTBbIO YHUUTOXKHUTH BCE (ailibl
U JaHHbIe, MOJKOHTPOJIbHBIE IOJIH30BATENI0, OT HMMEHHM KOTOpPOro ObuIa 3amylleHa
3apa)kK€HHasl MporpamMma, a TakKe MOBPEAUTh WIH JaK€ YHUYTOXHUTh ONEPALMOHHYIO
cucteMy co BcemH (paillaMud B LEJIOM. B OOJBIIMHCTBE CIy4aeB pPAacHpOCTPAHSIOTCS
BHUPYCHI YEPE3 UHTEPHET.

MGTOI[BI 3alIUTBI OT BPCAOHOCHBIX ITPOI'paMM:

1. Hcnonb3yii  COBpPEMEHHBIE ONEPAlMOHHBIE CUCTEMBI, HMEIOIIUE
CEPBhE3HBIN YPOBEHD 3aLIUTHI OT BPEIOHOCHBIX IMPOTPAMM;

2. [TocTostHHO ycTanaBnuBaW madtd (MUGPOBBIE 3aIlJIaTKA, KOTOPHIC
aBTOMATHUYECKH YCTAHABJIUBAIOTCSA C IEJIbI0 JOpPaOOTKA TPOrpaMMmbl) U JIPYTUe
OOHOBJICHHSI CBOEM omepalmoHHOM cuctembl. CkauuBaifi HMX TOJBKO C
opummanbHoro  caira  paspaborunka OC. Ecam  cymecTByeT — pexum
aBTOMATHYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEpE MOJI MpaBaMU MOJIb30OBaTENs, a HE
aIMUHHUCTpATOpa. DTO HE TO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpPaMm
WHCTAJJIUPOBATHCS. HA TBOEM MEPCOHATBHOM KOMITBIOTEPE;

4.  Vcnonws3yl aHTUBHUPYCHBIE MpPOrpaMMHBIE MPOIYKThl H3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub GU3HYECKUN JOCTYI K KOMITBIOTEPY IS TIOCTOPOHHUX JIHII;

6. Hcnonb3yil BHEUIHUE HOCHUTENM HWHGMOpMAIUuU, Takue Kak (QIelika,

JTUCK Uiy (Gaiia U3 UHTEPHETA, TOJIbKO U3 POBEPEHHBIX HCTOUYHUKOB;

1. He otkpeiBaii koMmbloTepHBIC (haliiibl, MOTYyYEHHBIE W3 HEHAIC)KHBIX
UCTOYHUKOB. J{axe Te (ailsibl, KOTOpble MpuciIal TBOM 3HAaKOMBIN. Jlydile yTouHu y
HEro, OTHPABIISI JIK OH TeOe UX.



Ceru WI-FI

Wi-Fi - 370 He BU/ epeavn JaHHbBIX, HE TEXHOJIOTHS, a BCErO JIUIIL OPEeHI, MapKa.
Eme B 1991 rogy Huaepnanackas xommanus 3apeructpupoBana openn "WECA", gro
o0o3Havanmo cinoBocouetanue "Wireless Fidelity", xotopeiii mepeBoaMTCA — Kak
"GecrpoBOHAS TOYHOCTH".

Jlo Hailero BpeMeHM JoluIa Jpyrasi abOpeBuaTypa, KOTOpas SBIISETCS Tako ke
TexHonorue. 1o abOpeBuatypa "Wi-Fi". Takoe Ha3zBaHue ObLIO aHO C HAMEKOM Ha
CTaHAapT BbICHICH 3BykoBoW TexHukM Hi-Fi, uTo B mepeBome o3HawaeT '"BBICOKas
TOYHOCTB".

Jla, OecrulaTHBI HMHTEPHET-TOCTYN B Kade, OTeNsX M a’3poropTax SBISETCS
OTJIMYHOW BO3MOXHOCTHIO BBIXOJIa B WMHTEpHET. Ho MHOTHe 3KCHepThl CUUTAIOT, YTO
obmenocrynubie Wi-Fi cetu He ABISITOTCSt 6€30MaCHBIMH.

CoBeTsblI 110 06€301aCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1.  He nepenaBaii cBOIO JIMYHYIO MHQOpPMAIMIO Yepe3 OOILIEAOCTYIHbIE
Wi-Fi cetn. Paborast B HUX, JKeJaTEIIbHO HE BBOJWTH MapOJIH JOCTYIIA, JIOTUHBI U
KaKue-TO HOMEDA;

2. Hcnonb3yil © OOHOBIIAM aHTUBHPYCHBIE MPOrpaMMbl U OpaHIMayep.
Tem cambIM ThI 00€30macHIllb ce0st OT 3aKaYKU BUPYCa Ha TBOE YCTPONCTBO;

3. [Ipu ucnonb3oBanuu Wi-Fi otkmoun dynkuuio "OOmuid TOCTyNm K
¢daitnam u npuntepam". JlaHHas QYHKIOUS 3aKpbiTa MO YMOJIYaHUIO, OJHAKO
HEKOTOpbIE MOJIb30BaTEIN aKTUBUPYIOT €€ JUIsl yA00CTBa HCIOIb30BaHUs B paboTe
uim yueoe;

4, He wucnonw3yit myOomuunbii WI-FI ang nepenaum JUYHBIX JAaHHBIX,
HaIpUMep ISl BBIXOA B COLIMATIBHBIE CETH WIIU B AJIEKTPOHHYIO MOYTY;

S. Hcnonp3yil Tonpko 3ammuiieHHoe coenuHenue uepe3 HTTPS, a nHe
HTTP, 1.e. mpu Habope BeO-anpeca BBOaU UMeHHO "https://";

6. B MoOuibHOM Tenedone otkimoun GyHkiuio "Tloakmoyenne k Wi-Fi
apTroMarnuecku'. He nomyckaili aBTOMaTHYECKOrO MOAKIIOUEHHSI YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

ConunajbHbIE CeTH

CoumanibHble CETH aKTUBHO BXOSAT B HAIlly >KU3Hb, MHOTHE JIIOJU PabOTalOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yxke 3apeructpupoBaH MUUIMAp]T YEJIOBEK, YTO
SIBJISICTCSI OJTHOM CEJIbMOM BCEX JKUTEJICH IIaHeThl. MHOrue Iojb30BaTe/ii HE NOHUMAIOT,



yTO0 MHpOpMaIuUs, pa3MelleHHass UMH B COLMAIBHBIX CETSAX, MOXKET OBITh HailneHa u
UCIOJIb30BaHa K€M YTOJIHO, B TOM YHUCIIE HE 0053aTeIbHO ¢ OJaruMU HAMEPEHUSIMH.

OcHoBHEBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIbHBIX CCTAX:

1.  Orpannub cnucok apysed. Y TeOd B Jpy3bsiX HE JOJKHO OBITh
CITy4ailHBIX U HE3HAKOMBIX JIFOJICH;

2.  3ammmail cBOX 4YacTHYI kHu3Hb. He ykaspiBail maposiu, tenedoHsl,
anpeca, JaTy TBOETO PpOXIGHHUA U JPYryl0 JHMYHYIO HMH(POPMALHIO.
3M0YMBIIIJICHHUKH MOTYT MCIOJIB30BaTh Jlaxke WH(POPMAIIMIO O TOM, KaK Thl U TBOU
POIUTENH TUTAHUPYETE POBECTH KaHUKYJIbI;

3.  3ammmai CBOIO pemyTaluio - JEepKU €€ B YUCTOTE W 3ajaBail cebe
BOIIPOC: XOTEN OBl ThI, YTOOBI APYTUE MOIB30BATENN BUIEIHU, YTO ThI 3arpy>Kaciib?
[Tonymaii, mpexe 4eM 4To-To OIMyOJIMKOBATh, HAIIKCATh U 3arPy3UTh;

4.  Ecnu Thl TOBOpUIIb C JIIOJBMH, KOTOPHIX HE 3HAEIlb, HE HCIOJb3YyH
CBOE PEAJBbHOE MMS U JPYTyIO JUYHYIO HHQOpPMAIMM: UMS, MECTO KHUTEJbCTBA,
MECTO y4eObl U IIpoYee;

5. M30Gerait pasmemienus gororpaduii B UHTEpHETE, TA€ THI M300pakeH
Ha MECTHOCTH, IO KOTOPOIl MOXHO OMPEICTUTh TBOE MECTOTOIOKECHHE;

6. Ilpum peructpanuu B COLUAJIBHON CETH HEOOXOAMMO HCIOJIb30BaTh
CJIO’KHBIE TTapOJIU, COCTOALINE U3 OYKB U IU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8,

7.  nsg couManpHOM CETH, NOYTBl M JPYIHMX CAalTOB HEOOXOAUMO
UCIOJIb30BaTh Pa3Hble Mapoiu. Toraa eciu TeOs B3JIOMAIOT, TO 3J0YMBIIIJICHHUKH
[OJTy4yaT JOCTYII TOJBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHBIE IEHbI'H

DONEeKTpOHHBIE JI€HBIM - 3TO OYEHb YJIOOHBIA CIMOCOO TUIATEeXKEH, OJHAKO
CYLIECTBYIOT MOIIIEHHUKH, KOTOPbIE XOTST MOJIYUYUTh ITH JI€HBIU.

QHGKTPOHHI)IG AJCHBI'N IIOAABUIIMCH COBCEM HCIABHO M HMMCHHO H3-3a OTOI'O BO
MHOTHUX IroCcyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIIMOHMPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, IIe MX
pa3iessAloT Ha HECKOJIBKO BUAOB - AaHOHMMHBICE MU HE aHOHUMHBIE. PazHuma B TOM, 4TO
AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi MPOBOAUTH onepanuu 0e3 naeHTH(PUKAIIH
M0JI30BATENSI, @ B HEAHOHUMHBIX UJICHTU(UKAIUS MTOJIH30BATEINS SIBISETCS 0043aTEIbHOM.



Taxxe cremyer  pasnauyaTh — JJEKTpOHHBIE  (uaTHble  JE€HBrHM  (paBHBI
rOCyJapCTBEHHBIM BaJIlOTaM) M DJIEKTPOHHbIE HepuaTHble JEHbrM (HE paBHbBI
roCyJapCTBEHHBIM BAJIFOTAM).

OcHoBHEBIE COBETHI IO O€30TaCHOM pa60Te C DJICKTPOHHBIMHU JACHBI'aMHU:

1. [IpuBsku K cuery MOOWIBHBIN TenedoH. DTO camblil yAOOHBIH H
OBICTPBIN CIIOCOO BOCCTAHOBUTH AOCTYN K cuety. [IpuBsizaHHbIN TenedOoH MOMOXKET,
ecnu 3a0yJentb CBOM IIATS)KHBIA MapoJib WM 3ai/Iellb Ha CalT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonw3yii ogHopaszoBeie mapoisd. [locrme mepexona Ha YCHICHHYIO
aBTOpHU3allMI0 TeOe yxke He OylIeT yrpoxaTh ONAacCHOCTh Kpa)XXH HIIM TepexBaTa
IJIaTEXKHOTO MApOJIs;

3. Boibepu cnoxusiii naposs. [Ipectynaukam Oyner He MPOCTO yraaarthb
CJIOKHBIN Mapoib. HagexHple mapoiin - 3TO Mapoyiv, KOTOPhIE COAEPKAT HE MEHEE &
3HAKOB W BKJIIOYAIOT B €05l CTPOUYHBIC M MPOIKUCHBIE OYKBBI, IUPPHI U HECKOIBKO
CUMBOJIOB, TakKM€ KaK 3HaK Joiuiapa, (yHTa, BOCKIMUATENbHBIA 3HAK M T.IL
Hampumep, $tROng!;;

4.  He BBOJIM CBOM JIMUHBIC TaHHBIE HA CaillTaX, KOTOPHIM HE JIOBEPSECIIIb.

JJIeKTPOHHAA MOYTAa

DIJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTHUA M MPEIOCTABISAEMBIE €0 YCIYyTH IO
MEPEChUIKE M TOJYYCHHUIO JJIEKTPOHHBIX COOOIIECHUI, KOTOPBIE pacHpenesstoTcs B
KOMITbIOTEpPHOU ceTH. OOBIYHO AJIEKTPOHHBIN MOYTOBBIA SIITUK BBITJISIUT CJIEAYIOIAM
o0pa3zoM: UMsl_TOIb30BaTEIA(@UMs_JIoMeHa. Takyke Kpome Tepenayd MPOCTOTO TEKCTa,
MMEETCSl BOBMOXKHOCTD MepeiaBaTh (pailibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C ICKTPOHHOM MOUTOM:

1. Hano BbIOpath mpaBWiIbHBIA TOYTOBBIM cepBUC. B uMHTEpHETE ecTh
OTPOMHBIN BbIOOp OECIIJIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUllIe JOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHTIE;

2. He yka3piBaii B J1MyHOW moure auuHyto uHpopmanuio. Hampumep,
Jayduie BeIOpaTh "My3bikanbHbIA (haHaT@" niam "pok2013" Bmecto "temal3";

3. Hcrnons3yil ABYX3TalHYK aBTOPU3aLMI0. DTO KOrJa MOMHMO IMapoJis
HY>KHO BBOJUTH KOJI, MpUChUIaeMbIi 1o SMS;

4, Bri6Gepu crioxHbIl mapoiib. JJisi KaXa0ro MOYTOBOTO SIIMKA JOJKECH
OBITh CBOW HAJICKHBIH, yCTONYMBBIN K B3JIOMY NapOJib;



d. Ecmu ecth BO3MOXHOCTH Hammcarb CaMOMY CBOW JIMYHBIM BOMPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTb;

6. Hcrnonb3ylh HECKOJBKO MOYTOBBIX SIIUMKOB. llepBbI 111 4YacTHOU
MEPEeNUCKU C aJpecaramMu, KOTOPBIM Thl JOBEPSEIIb. DTO 3JICKTPOHHBIA apec HE
HaJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OpyMaxX U CalTax;

7. He otkpeiBail ¢ailsibl 1 gpyrue BIOKEHUS B MUChMaX, JaKe €CId OHH
OPUILIUTH OT TBOMX Apy3ei. Jlydine yTO4HM y HHMX, OTHPaBISUIM JIU OHU TeOe ITH
daitnbr;

8.  Ilocne oxoHuyaHust paOOTBl Ha MOYTOBOM CEPBUCE IEPEN 3aKPBITUEM

BKJIAJIKH C CAUTOM He 3a0y/1b Ha)kaTh Ha "BeriTu".
KuoepOysimHr ujim BUPTyaJbHOE H3/1€BATEIHLCTBO

KI/I6€p6YJIJII/IHF - IIPCCICAOBAHNUC C006H_[€HI/I$IMI/I, COoACpKallluMHU OCKOp6JI€HI/IH,
arpeCCHur0, 3allyTUBAHHC, XYJIUIaHCTBO;, COLMAJIbHOC 60ﬁKOTHpOBaHHC C IIOMOIIBIO
Pa3JINYIHBIX UHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYIUTMHTOM:

1.  He Opocaiics B 60#. Jlyuymnii cnoco0: mOCOBETOBATHCA Kak ceOsl BECTH
U, €CJIM HET TOro, K KOMY MOXHO OOpaTUThCS, TO BHAa4Yaje YCHOKOUThCA. Eciau Th
HaYyHEIlb OTBEYaTh OCKOPOJIEHWAMH Ha OCKOpPOJIEHMs, TO TOJIBKO emie OoJibliie
pa30AOKeIb KOH(IIHKT;

2. Ympasnsii cBoeil KubeppemyTarmei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIlecTBYIOT CIOCOOBI BBISICHUTD, KTO
CTOWT 3a AHOHUMHBIM aKKayHTOM;

4, He crout Bectn Xynuranckuii o0pa3 BUPTyaldbHOU XKu3HH. HTEpHET
(duKcUpyeT Bce TBOM JCHCTBUS U COXpPAHAET UX. YJAIUTh UX OyIeT KpaiiHe

3aTpyTHHUTEIIBHO;
S. Co0mro1aif CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;
6. Urnopupyii enuHuuHbli HeratuB. (OIHOPA30BbIE OCKOPOUTEILHBIC

COOOIICHHMS JTydIlle HTHOPUPOBaTh. OOBIYHO arpeccus mpeKpallaeTcs Ha HaualbHON
CTa/IuH;

1. ban arpeccopa. B nmporpamMmmax oOMeHa MrHOBEHHBIMHU COOOIICHUSIMH,
B COIMAJIbHBIX CETSAX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTIIPABKH COOOIIECHUN C
OTIpE/ICTICHHBIX aJIPECOB;

8. Ecmm THI cBumerens kuOepOysumHra. TBoM JCHCTBUSA: BBICTYIHTH
NPOTHB TIpECleIOBaTeNsl, TOKa3aThb €My, 4YTO €ro JeHCTBUS OIICHUBAIOTCS
HETaTHUBHO, TOJJEPKAaTh KEPTBY, KOTOPOM HYKHA TCHUXOJOTUYECKAs] TOMOIIb,
COOOIIUTH B3POCIBIM O (DaKTE arpeCCUBHOTO MOBEJICHUS B CETH.



MooOuinbHbIN TesaedoH

CoBpemenHble cMapTGOHBI W IUIAHIIETHl COJEpkaT B ceOe BIOJIHE B3POCIbIH
GyHKIIMOHAJ, ¥ TEHeph OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIMUA KOMIIBIOTEPAMHU.
OpHako, CpeACTB 3alTUTHI JJIs TIOJJOOHBIX YCTPOUCTB IMOKAa OYEHb Majo. TeCTUpOBaHHE U
MIOMCK YS3BUMOCTEM B HUX IPOUCXOAUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe
KacaeTcs U MOOUJIbHBIX MPUIOKEHUM.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MNPAKTUYECKH JIOTHAJIM HACTOJbHBIE
aHAJIOTH, OJIHAKO pacluupeHue (QyHKIMOHaNa BiedyeT 3a co00il OOJBIIYIO CIOKHOCTh U
MEHBIIIYIO 3aIUIIEHHOCTb.

]_IaJ'IGKO HC BCC TIIPOU3BOAUTCIIM  BBIIIYCKAIOT O6HOBJ'ICHI/IH, 3aKPbIBAIOIIUC
KPUTUYICCKUC YA3BUMOCTHU IJII CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIA 0e3011aCHOCTH MOOMJIBHOTO TGJ'IC(l)OHaI

. Hudero He siBnsieTcst mo-HacrosimeMy OecruiaTHeIM. Bynb ocToposkeH,
BeJlb Korja tebe mpeiuiaratoT OecIIaTHbI KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KAaKHE-TO IIJIATHBIE YCIIYTH;

. Hymaii, npexnae yem oTnpaBuTh SMS, ¢oto wim Buaeo. Thl TOUHO
3HaeIlb, IJIe OHU Oy1yT B KOHEYHOM UTOTE?

. Heo6xoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

. Hcrnions3yit aHTUBUPYCHBIE TTPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

. He 3arpyxail npuinoxeHus OT HEU3BECTHOTO HCTOYHHKA, BEIb OHU

MOTYT COJIepKaTh BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeYeHHE;

. [Tocie Toro kak Tbl BBIMJCHIL C CadTa, TAE BBOAWI JMYHYIO
uH(popMmarluio, 3aiiiu B HACTPOHKH Opay3epa u yaainu cookies;

. [Tepynoanyecku mpoBepsii, KaKUE IUIATHBIE YCIYTH aKTUBHUPOBAHBI HA
TBOEM HOMEDE;

. JlaBaii cBOI HOMEpP MOOMIIBHOTO Tele(hOHA TOIBKO JIFOISIM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSEIIb;

. Bluetooth momken ObITH BBIKITFOUEH, KOT/Ia Thl MM HE MOJIb3yelbes. He
3a0bIBail MHOTIa IPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAWH-UTPBI - ATO KPACOYHBIE, 3aXBaThIBAIOIIUE pPa3BICUYECHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpY. Mrpoku mcciaeayroT JTaHHbIA UM
MHUp, OOIIAIOTCSA JPYr C JIPYroM, BBIMOJHSIOT 3aJaHUs, CPa)KalOTCS C MOHCTpPAMH U



MOJTy4YaloT ONBIT. 32 YAOBOJIBCTBUE OHU ILJIATST: MOKYMAIOT JUCK, OTNIAYMBAIOT AOOHEMEHT
WIN MIPHOOPETAIOT KaKHe-TO OIMIUH.

Bce 3Tu cpenctBa uayT Ha NOJjEp>KaHUE M PA3BUTHE WUIPHI, a TAKXKE HA caMy
0€30MacCHOCTh: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3AIMU, BBIMTYCKAIOTCS HOBBIE MaTYU
(g poBbIe 3aIIATKH JIJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX Urpax CTOUT OIIACATbCA HC CTOJIBKO CBOHX COIICPHHUKOB, CKOJIBKO
KpaXu TBOCT'O IIapOJIiA, HAa KOTOPOM OCHOBAaHA CUCTEMA dBTOPU3aAIIUHU OOJBIIMHCTBA urp.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAyHTa:

1. Ecmm ppyroii wurpok BemeT ceOsS TUIOXO WM COo3/laeT  Tede
HENPUATHOCTH, 3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. [Toxanyiics agMHMHUCTPATOpaM MIPbHl HA IUIOXOE IIOBEINEHHUE HTOTO
UTPOKA, JKEIATeIbHO MPHUIOKUTh KaKHe-TO I0Ka3aTeIbCTBA B BU/IE CKPUHOB,

3. He yxa3piBail mnunyo nHGOpMaIio B podaiiie urpsl;

4.  VYBaxail Ipyrux y4aCTHHKOB IO UTPE;

5. He ycranaBnuBait HeopuIMaabHbIE MATYU U MO/IbI;

6.  Ucnonb3yli cinoxHbIE U pa3HbIE APOJIH;

7.  Jlaxxe BO BpeMsi WIpbl HE CTOMT OTKJIIOYaTh aHTHBHUpYyC. [loka TbI

HUI'pacllb, TBOM KOMIIBIOTCP MOT'YT 3aPa3UTh.
@OUINUHT WIH Kpaika JIMYHbIX JaHHbIX

OOBIYHON Kpakel JeHEer W JOKYMEHTOB CErOJIHA YK€ HUKOTO HE yJIHBHIb, HO C
Pa3BUTHEM HHTEPHET-TEXHOJOTHM 3JI0YMBIIUIEHHUKU IEPEMECTUINCh B HWHTEPHET, U
MIPOJIOIKAIOT 3aHUMATHCS " ITFOOUMBIM'" JCIIOM.

Tax mosiBuiach HOBasi yrpo3a: MHTEPHET-MOUICHHUYECTBA WM (DUILMHT, TJIaBHAS
1eldb KOTOPOTO COCTOUT B MOJYYEHUHU KOH(PUACHIMAIBbHBIX JAHHBIX IOJIb30BaTeNCh -
JoruHOB U napoJieid. Ha anrnmiickom s3bike phishing unraercs kak ¢pummHr (ot fishing -
pbIOHast TOBJIs, password - maposb).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTUHTOM:

1.  Cnenu 3a cBouM akkayHTOM. Eciu ThI mogo3peBaelb, 4To TBOS aHKETa
ObLJ1a B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKUPOBATH €€ U COOOUIUThH aIMUHUCTPATOPAM
pecypca 06 3TOM Kak MOKHO CKOpEe;

2. Hcnions3yit 6e30macHbie BeO-CaliThl, B TOM YUCJIE€, HHTEPHET-Mara3nHoB
U TIOUCKOBBIX CHUCTEM;



3.  Hcnonb3yii cioxHble W pa3Hble maponu. Takum oOpa3om, eciau TeOs
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKHA TMOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4, Ecnu TebGs B3moManu, TO HEOOXOIWMO MPEAyNpeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABJIECHBI y T€OS B JAPYy3bAX, O TOM, YTO T€OS B3JIOMalIH U,
BO3MOYKHO, OT TBOETO UMEHHU OYJET pacChUIaThCsl CIIaM W CChUIKHA Ha (DUIITUHTOBBIC

CAUThI;
S. YcranoBu HaaexHbld napois (PIN) Ha MOOMIIBHBIN TENE(OH;
6.  Orkirouu coxpaHeHue napoiis B opaysepe;
7. He otkpbIBail ¢ailsibl U Ipyrue BIOKEHUS B MUCbMAaxX, JaKe €CJIM OHU

NPUIIUTA OT TBOMX Apy3ei. Jlydine yTo4HM y HHMX, OTHpPAaBISUTH JU OHU TeOe ITH
(haitbl.

Hu¢posas penyrauus

[Mu¢poBas penyranusi - 3T0 HEraTUBHAsl WM MO3UTHMBHAs MHGOpPMalUs B CETH O
tebe. KomnpomeTtupytromas unpopmanus, pa3MelIeHHas B MHTEPHETE, MOKET CEPbE3HBIM
0o0pa3oM OTpa3HuThCs HAa TBOEW peanbHOM xu3HU. "LludpoBas pemyrauus" - 370 TBOWM
UMUK, KOTOPBIN opMupyeTcs u3 nHPOopMaluu o Te0e B UHTEPHETE.

TBoe MecTO KUTEIbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTH
XapakTepa U paccKasbl 0 OJU3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue TOAPOCTKM JIETKOMBICIIEHHO OTHOCSATCS K MyOJMKaluuMyd JIMYHOU
undopmaruu B HWHTepHeTe, HEe TOHMMAas BO3MOXHBIX TMOCIEICTBHMA. ThI Jaxke He
CMOJelIb J0rafateCsi O TOM, 4yTO Qortorpadusi, pa3MelleHHass S5 JeT Hazaj, cTaja
NPUYUHON OTKAa3a MPUHATH T€OS Ha padoTy.

KommenTapuu, pa3menienue TBoux (otorpaduil U Ipyrue JOEHCTBUS MOTYT HE
VCYE3HYTh JAXKE IIOCJIE TOrO, KaK Thl MX YyJAJIWIIb. Thl HE 3HACIIb, KTO COXPAHUI ITY
uH(pOpMaIMIO, TONala JIM OHAa B MOMCKOBBIE CUCTEMBI U COXPAHWIJIACh JIU OHA, a TJIABHOE:
YTO MOAYyMAlOT O TeOe OKPYXKAIOIIME JIIOJIA, KOTOpble HaWIyT W YBUASAT 3To. Haiitu
uH(OPMAITUI0O MHOTO JIET CITYCTSI CMOXKET JIF000# - Kak M3 MOOphIX MOOYXIACHUHN, TaK U C
HaMEpEeHUEM NPUYUHUTH Bpel. DTO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 1O 3aIIUTE LIUPPOBOM permyTalUu:

1. [Togymaii, mpexae yeM 4To-TO MyOJIMKOBaTh U IepenaBaTh y ceOs B
0J10re MJIN B COIIMAJILHOM CETH,

2. B nactpolikax npo¢uis yCTaHOBU OIpaHUYEHUS HA TPOCMOTP TBOETO
npoduIsi ¥ €ro COAECPAKUMOTro, cliesiaid ero TOJabKo "1 Apy3eit”;



3. He pasmemait u He yka3biBaii WHGOPMAIMIO, KOTOpasi MOXKET KOTO-
100 OCKOPOISATH WK OOMKATh.

ABTOpPCKOE NPaBO

CoBpeMEHHbIE IIKOJIBHUKU - aKTUBHBIE I0JIB30BATENIN LU(PPOBOr0 MPOCTPAHCTBA.
OnHaKo JJaleKo He BCE 3HAIOT, YTO IOJIb30BAHWE MHOTMMHU BO3MOYKHOCTAMHU LIU(POBOTO
Mupa TpedyeT coOIr0IeHUs IPaB Ha HHTEIUIEKTYyallbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEIEKTyadbHass COOCTBEHHOCTh" OTHOCHUTCS K Pa3IMYHBIM TBOPEHHUAM
YeJIOBEYECKOTO0 yMa, HauWHas C HOBBIX H300pETEHUM M 3HAKOB, O0003HAYAIOIINUX
COOCTBEHHOCTh Ha MPOAYKTHl M YCIYrdM, U 3aKaHuMBas KHUTaMH, Qororpadusamu,
KUHO(MUIBMAMH U MY3BbIKAJIbHBIMHU MPOU3BEIACHHUSIMH.

ABTOpCKHE TIpaBa - 3TO IpaBa HAa HWHTEJUIEKTYaJIbHYl0O COOCTBEHHOCTh Ha
IIPOU3BENACHUS HAYKH, JUTEpPaTypbl M HMCKYCCTBAa. ABTOPCKME IpaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJUIEKTYalbHBIA/TBOPUECKUN TpyA aBTOpa HE OyAeT
HaIpacHbIM, J1aCT €My CIPaBEIJIMBBIE BO3MOKHOCTU 3apalOTaTh HA Pe3yibTaTax CBOETO
TpyZAa, NOJYyYUTh W3BECTHOCTh U Mpu3HaHue. HUkto Ge3 paspemieHust aBTopa HE MOXKET
BOCIPOM3BOAUTh €r0 TPOU3BEACHUE, PACIPOCTPAHATh, MYOJUYHO JEMOHCTPUPOBATH,
npoJaBaTh, HMIIOPTHPOBaTh, IyCKaTb B  MPOKAT, MyOJIMYHO  HUCHOJIHAT,
NOKa3bIBaTh/UCIIOIHATH B 3(hupe min pa3memiats B HTepHeTe.

Hcnonp3oBanue '"mupaTckoro" MpOrpaMMHOTO OOECIeUeHHUs] MOXKET MPUBECTH K
MHOTHM pPHCKaM: OT TOTE€pU JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBIIEHA HeJNerayibHasi mporpamma. He ctouT Takxke 3a0bIBaTh, YTO
CYIIIECTBYIOT JIETAJIbHBIC U O€CIIaTHBIE POTPaMMBbl, KOTOPbIE MOYKHO HANTH B CETH.



